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Abstract 
Preventive actions management plays a crucial role in clinical applications, not only for those who depend on data to 
make decisions, but also for those who monitor the operational and financial impact of the systems. This paper presents an 
open-source platform, named ScheduleIT, capable of managing preventive routines. The platform is based on an 
estimation model that determines the optimal time interval for interventions, according to the criticality of the system and 
the number of non-programed faults, among others. ScheduleIT has a web-based interface available to different area end-
users, ranging from IT technicians to administrative staff. At this point, the platform covers around 75% of the healthcare 
systems and it is full accepted by its main users as a reliable and effective preventive tool. 
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1. Introduction 
Information Communication Technology interventions can effectively improve the efficiency of healthcare 
services as Handel & Hackman indicate in their study of 2010 [1]. Healthcare organizations could improve 
patient treatment increasing the uptime of their Information Systems. Improving Hospital Information 
Systems (HIS) can not only reduce the number of hours spent going through disaster plans, but also increase 
cost effectiveness in workflows.  
HIS make part of day-to-day workflows in healthcare facilities and are used by doctors, nurses and 
administrative teams. Such systems have become embedded in all processes and it is really hard to imagine 
few hours without them. Although all the good things HIS bring to users, this reliance only becomes evident 
in case of failure, and in healthcare failure is even more critical [2-4]. 
Several studies have been taking place during the last years to understand the total impact of HIS failures. 
In 2001 Anderson Consulting Group Inc. was able to determine the total cost per minute of downtime for a 
Hospital with 1400 beds: the results showed a value of 1000 dollars per minute of downtime [3]. 
 Thus, a downtime minute can reveal really expensive within healthcare facilities reality when it comes to 
reduce costs and improve health treatment.  
Another relevant aspect that effects risk management is the current precarious disaster recovery plan, or 
contingency plan. A study performed in 2002 showed that alternative procedures are often forgotten by the 
end-users, either if they are based on secondary electronic systems, or on traditional paper records. This kind 
of actions results in an ineffective, complicated and time-consuming transition from the main to the 
alternative Information System, which, in most situations, leads to an overload on the trouble requests 
submitted to the IT professionals, making them to solve secondary problems instead of being focused on 
answer on time the real problem [5]. 
In order to reduce costs, not only financial but also due to time constraints, and to improve the healthcare 
services, it is necessary to develop methods for preventive actions that can avoid non-programed stops 
(corrective maintenance). Thus, to catalog and schedule stops for interventions, such as software cleaning, 
updates or simple system restarts, is extremely important and can make a difference when it comes to proper 
system operation. One immediate advantage of a preventive action is that it can be planned and, in fact, can be 
cheaper when compared to the results of a fault in an operating system [6]. 
Some recent studies present different approaches for preventive actions, but one aspect that seems to be 
common to all of them is the study of all systems uptime. In a complex Information System, which is the case 
of HIS, it is necessary a conjoint effort between different directive sectors/units to developed a precise and 
reliable availability study. Some examples of such studies can be consulted in many reports published in the 
Information Systems area [7-9]. 
This paper presents an open-source-based platform, named ScheduleIT, capable of managing preventive 
actions within a healthcare facility. The proposed platform will allow reducing non-programed stops, 
improving the quality of healthcare services and decreasing the number of complaints by the users. In 
addition, the use of open-source software in healthcare area has intrinsic advantages and has become well 
establish and accepted among IT professionals. 
2. Open-Source Software in Healthcare 
Open-source describes practices in production and development that prop up access to the finished source 
code to users. The basic principles are to provide end-users the code as well as the right to amend it according 
to the needs.  
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Motivations for using and developing open-source software are mixed, ranging from philosophical and 
ethical reasons to pure practical issues. Usually, the first perceived advantage of open-source models is the 
fact that open-source software is made available gratis or at a low cost. But this characteristic is not exclusive 
to open-source software, and several proprietary software products are made available in similar way. What 
really distinguishes open-source software from software available without fee is the combination of effects 
due to the following characteristics [10]: 
 
• The availability of the source code and the right to modify it, which enables the unlimited tuning and 
improvement of a software product; 
• The right to redistribute modifications and improvements to the code, permits all the advantages due to the 
modifiability of the software to be shared by large communities; 
• The right to use the software in any way. This, combined with redistribution rights, ensures a large 
population of users, which helps in turn to build up a market for support and customization of the 
software, which can only attract more and more developers to work in a common project. 
 
Open-source models are rapidly being applied in many different fields of endeavor, such as biotechnology 
and bioinformatics. From a global perspective, healthcare facilities with the same goals and restrictions can 
improve their Information Systems by sharing source-code and knowledge between them. Besides their above 
mentioned advantages, open-source applications suffer from several additional barriers to the general 
Information Technologies (IT) implementation issues. They include the lack of professional knowledge, legal 
and licensing issues, functional gaps and e lack of a road map for sustainability. 
Krogh and Hippel [11] in 2006 presented the renewed urgency to adopt health and medical informatics 
applications and how open-source approaches are gaining attention in the healthcare industry. 
Open-source software can be characterized by collaboration among individuals and organizations with 
common interests, shared intellectual property, and a commitment to standards. Information technology in the 
healthcare industry is evolving from an administrative tool for billing and bookkeeping to a clinical tool for 
improving the quality and efficiency of healthcare, and the scope of information sharing is expanding beyond 
the walls of individual institutions. Achieving this level of integration will require that software models 
overcome a host of technical obstacles, and that they are accessible, affordable, and widely supported. 
While not heralding the end of commercial software vendors, conditions are ripe for open-source solutions 
to take root in healthcare, and that it will likely become the standard for capturing, sharing, and managing 
patient information to support quality care. It also notes that healthcare businesses have the opportunity to 
take the lead and drive the shift to this new model [12]. The main motivations for using open-source software 
in healthcare are reduced total cost-of-ownership, faster delivery of systems, systems being more secure, 
elimination of vendor lock-in and control over the software (possibility of adapting to local needs). 
As Murray [13] describes Information Systems have grown in a structured way and are now considered as 
being part of good and patient oriented healthcare unities. 
For example, Care2 X, an open-source project is one of the several projects undergoing in healthcare. This 
project is based in four main areas and relies on open-source standards such as Hospital Information System 
(HIS), practice management, central data server and health exchange protocol. An Electronic Medical Record 
is under development in Europe and may well be one big substitute to commercial approaches, taking the best 
of open-source standards [14]. 
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3. Preventive Actions 
Preventive actions management plays a crucial role in clinical applications, not only for those who depend 
on data to make decisions, but also for those who monitor the operational and financial impact of systems. In 
order to build an effective preventive actions management system it is necessary to have knowledge on the 
hospital information system, hardware infrastructures, workflows and user needs.  
The study presented hereby was performed within the Information Systems of the Padre Américo Hospital 
(HPA), in Penafiel, Portugal. In 2006, this hospital suffered an administrative changed and joined the São 
Gonçalo Hospital, in Amarante, creating a bigger joint healthcare unit named Centro Hospitalar do Tâmega e 
Sousa (CHTS). This healthcare unit serves now a population of 500 thousand habitants and it generates great 
amount of clinical and administrative information [15]. 
From that moment, Information Systems became bigger and the user demands started to increase as the 
technological systems started to grow. New equipment, new complementary diagnostic tests or new 
laboratory forms, result in a higher amount of information that needs to be accessible in a fast, simple and 
easy-to-use way to a higher number of end-users for a longer period of time. 
In order to reduce the number and impact of non-programed stops, new contingency plans were developed 
by a multidisciplinary team, composed by doctors, nurses, IT professionals, quality technicians and 
administrative board members. Although these measures/plans are difficult to implement and are often 
forgotten by the users, as mentioned before, they represent a way to prevent non-programed stops that can 
introduce high costs to the institution. In addition to that, one can identify two real advantages of preventive 
actions: 
 
• Lower service downtime, which leads to an increase of the system uptime and availability; 
• Controlled operating costs. 
 
3.1. Time Interval Estimation Model 
The model proposed in this paper is based in several factors that may alter the time interval between 
programed interventions. Since this time interval strongly depends on the systems critically level, a 
characterization of this measure was performed within the healthcare systems by a multidisciplinary team. 
The critically level of a system is characterized taking in consideration different functional aspects, such as 
the number of users, the number of requests submitted by the users on the request tracker tool, the age of the 
hardware and software installation. Additionally, the Recovery Time Objective (RTO) and the Recovery Point 
Objective (RPO) were identified when the disaster recovery plan was performed.  
The Recovery Time Objective is defined as the duration of time and service level within which a business 
process must be restored after a disaster, in order to avoid unacceptable consequences associated with a break 
in business continuity.  
The Recovery Point Objective is defined by business continuity planning. It is the maximum tolerable 
period in which data might be lost from an IT Service due to a major incident. 
Table 1 shows the critically levels that can be applied to the systems. As mentioned above, these levels 
include the view of experienced professionals on programed and non-programed faults, as well as the input of 
RTO and RPO. This scale was built according to normative instructions provided by the Quality Department 
of CHTS and validated together with their staff and directive crew. Table 2 presents the different RTO and 
RPO levels applied to HIS. 
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Table 1. Criticality level applied to Information Systems 
Criticality level (Cl) Description 
Critical (5) Service on which main institution workflows rely on; 
Downtime means that patient treatment is immediately affected. 
No alternative besides Information Systems. 
Essential (3 - 4) Backup plan can be applied besides Information Systems. 
Important (2) Service that even without Information Systems can work on minimal 
operation. 
Normal (1) Any other service that doesn’t fit the other three categories. 
 
Table 2.  RTO and RPO levels applied to Information Systems. 
Service Description RTO (hours) RPO(hours) 
Electronic Health Record 1 1 
Radiological Information System 24 24 
Laboratorial Results 4 1 
Emergency Reports 4 1 
 
The optimization model for the time interval between interventions is given by Eq. 1. The different 
variables that influence time interval estimation are based on weighted values according to their importance in 
the overall objective. The result of this model is a threshold level that will propose the time interval for 
interventions. 
 
( ) ( ) ( ) ( ) ( )[ ]1.01.04.0 ×+×−+×=Λ RPORTOtPclt       (1) 
 
where: 
 
( )tΛ  - Threshold level; 
Cl - Criticality level; 
t - Time interval (weeks); 
P(t) - Fault probability function; 
RTO - Recovery time objective; 
RPO - Recovery point objective. 
 
The fault probability function is given by the following equation: 
 
( ) ( )( ) ( )( ) ( ) ( )05.005.015.015.0 ×+×+×+×= sahatrttnpftP     (2) 
 
where: 
 
npf(t)  - Non-programed faults; 
rt(t)  - Fault tickets; 
ha  - Hardware age; 
sa  - Software age. 
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Inevitably the factor that most influences the time estimation is the critically level with a weight of 40% on 
the overall equation, followed by the system fault probability, which includes the number of non-programed 
faults (15%) and the reported problems (15%). The RTO and the RPO have a weight of 10% on the model. 
These weighted values were based on the model proposed by Smith and Dekker [16] and took into account 
the opinions gathered by the multidisciplinary team. 
Using the proposed model, a preventive action is only triggered when a specific threshold is reached. This 
threshold will then influence the time interval of interventions according to Table 3. 
Table 3.  Week interval determination according to threshold level. 
( )tΛ  Week Interval 
( ) 0<Λ t  8 
( ) 10 <Λ≤ t  4 
( ) 21 <Λ≤ t  3 
( ) 42 <Λ≤ t  2 
( )tΛ≤4  1 
 
4. ScheduleIT 
One of the major goals of this work was to develop a management platform, called ScheduleIT, to ensure 
the proper workflow within the healthcare facility, not only in HIS, but also related with patient treatment. 
Therefore, ScheduleIT has many different area end-users as its main target; yet it does not neglects usability 
to its main users, namely IT technicians [17]. ScheduleIT uses the healthcare web portal to alert and inform 
end-users, as well as emails to clinical directors to notify them of the planned actions taking place in the near 
future. Having these alerts available, we can reduce the impacts of downtimes, since people are already 
informed of what is expected during stop time. In order to avoid missing an intervention, and since 
interventions are not yet automatic, notifications for IT technicians are extremely important; ScheduleIT does 
this by sending notifications to the request tracker and to the global IT mailing list. 
Designed in PHP, this platform allows users to easily set up a new intervention according to the time 
interval given by the estimation model. Using these time intervals it is easier to present a preventive action 
calendar for future interventions. 
From a global point of view, the main features of this platform are: 
 
• Notifications for clinical and administrative teams; 
• Notifications for IT technicians; 
• Complete map for Programed Interventions; 
• Integration with the IT park software; 
• Touch interface compatible; 
• History of interventions. 
 
Fig. 1 shows the main interface of ScheduleIT, in which the most important information is presented to IT 
user, for the current day. Distinct information is presented to the end-user, at the healthcare web portal, and to 
the IT technician in the ScheduleIT interface.  
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Fig. 1. ScheduleIT web interface for programed actions for the selected day 
On one hand, the end-user has access to: 
 
• Main services affected; 
• Schedule hour; 
• Estimated downtime. 
 
On the other hand, IT technician has access to the entire previous mentioned, plus: 
 
• IP address; 
• Machine name; 
• Machine group; 
• Physical localization of the system; 
• Previous intervention notes. 
 
To improve the week interval estimation model, there is a form available to IT technicians in which non-
programed interventions are registered. Values collected are presented to initial model and can determine 
whether changes in week interval are necessary or not. Information provided in Schedule IT forms is always 
saved and can be used in further studies to increase availability of systems. 
At this point, only 75% of the systems are covered by this model and platform, which means that 
additional efforts are needed in the future to extend its coverage to all the systems. This must be done not only 
by IT professionals but also with the cooperation of clinical staff and technicians in a combined effort to 
determine actuating times and to reduce non-programed stops. There is also an ongoing study that will 
determine the total impact of using ScheduleIT in Centro Hospitalar Tâmega e Sousa. 
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5. Conclusions 
This paper presents an innovative open-source platform responsible for preventive actions management in 
a healthcare information system (HIS). Preventive actions are becoming more important in HIS since they can 
help decreasing the impact, either on costs or operation, of non-programed faults. 
The platform proposed hereby is based on a mathematical model that estimates the time interval between 
programed interventions. This model takes into consideration factors such as criticality of the system, number 
of non-programed faults and the Recovery Time Objective (RTO) and Recovery Point Objective (RPO) 
variables. 
Currently, ScheduleIT covers around 75% of all the healthcare facility systems. It has established as a 
reliable tool of the contingency plan for preventive actions and it is well accepted, not only among IT 
technicians, but also by the clinical team. 
Efforts are now taking place to extend its coverage to the remaining healthcare systems. Additionally, since 
the platform includes a feedback form from its users, knowledge about non-programed faults and main 
operation is being gathered to optimize the estimation model. 
ScheduleIT platform has, until now, demonstrated to be an useful tool as a preventive actions management 
software. 
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